
PRIVILEGED PASSWORD MANAGEMENT FOR EPOLICY ORCHESTRATOR

BEYONDTRUST PASSWORD SAFE
& MCAFEE EPO 

Seamless Integration
Deliver a lightweight client that 
integrates with your existing 
ePO environment to manage 
privileged passwords.

Centralized Management
Enable password management 
and rotation from a single 
console.

Auditing and Reporting
Audit and report on all 
privileged activity and sessions 
with a single platform.

With BeyondTrust Password Safe and McAfee ePolicy Orchestrator 
(ePO), IT organizations can centrally manage privileged credentials 
and access policies through a single console.

Key Features

•	 Discover and Onboard Assets into Password Safe Directly from McAfee 
ePO: McAfee ePO provides synchronization options to identify whether 
a system is currently under management by Password Safe. If desired, an 
unmanaged system may be onboarded directly from the ePO console.

•	 Release Privileged Credentials through the ePO Console: A user who 
has logged into the ePO console can select a system, and then select a 
managed credential they are authorized to retrieve the password for.

•	 Manage and Rotate Account Passwords on Selected Devices: From 
within ePO, a user can select one or more systems, and choose to cycle 
the passwords for all associated managed accounts.

•	 Pass McAfee ePO Tags as Keyword Attributes in Password Safe: Systems 
in Password Safe may be tagged with specific keywords from ePO Tags. 
This allows Smart Rules to dynamically group assets for such actions as 
quarantine and role reassignment.

•	 Add/Remove Managed Accounts from the ePO Console: By selecting 
any Password Safe managed system, new and existing accounts may be 
brought under management directly via contextual actions.

•	 Launch Secure Sessions through the ePO Console: Password Safe offers 
customers the ability to remotely connect to devices and endpoints 
without knowledge of the credentials being used. From the McAfee ePO 
console, the user can select a Password Safe managed system, and then 
select an action to automatically launch an SSH or RDP session to the 
asset—without  displaying the credentials.



BUSINESS BENEFITS 

Leverage One Console to Centrally Manage all your 
Security Needs

•	 Enforce privileged credential management             
best-practices (including managing human and     
non-human accounts and assets) from the same 
console (ePO) you manage the rest of your security. 

•	 View your security posture holistically to respond 
more quickly and effectively to incidents and 
compliance requests.

•	 Simplify security operations with streamlined 
workflows.

BEYONDTRUST PASSWORD SAFE & MCAFEE EPO

BeyondTrust is the worldwide leader in Privileged Access Management, offering the most seamless approach to preventing 
privilege-related breaches. Our extensible platform empowers organizations to easily scale privilege security as threats 
evolve across endpoint, server, cloud, DevOps, and network device environments. We are trusted by 20,000 customers. 
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Gaining Real-Time 
Visibility Into 
Threats

Password Safe critical events are forwarded 
to DXL, enabling customers to gain a real-
time view of potential privilege misuse and         
threat analytics.

“Together with BeyondTrust, we are able to 
provide a seamless management solution 
that allows users to better understand and 
take actions against privilege-based risks.”
D.J. LONG, HEAD OF MCAFEE SECURITY 
INNOVATION ALLIANCE

Managed Assets

McAfee ePO
•  Asset Management
•  Connector Technology with 
    Asset-based Actions

Password Safe
•  Privileged Access Management
•  API Connection for Assets, 
    Credentials, and Sessions

ePO Administrator
•  Asset Credentials
•  Remote Sessions
•  Credential Use Cases

Secure API    Command Events

Password & Session Management


